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Disclaimer 

The content of this manual describes how to use The PerytonsÊ Protocol Analyzers 

(herein referred as the product) and is presented "as is". 

Features described in this manual may differ from the actual product and PerytonsÊ 

reserves the right to introduce changes in either the product or this User Manual from time 

to time and without prior notice. 

In no event shall PerytonsÊ be liable for any loss of profits, loss of business, loss of data 

or data being rendered inaccurate, interruption of business or for any other direct or 

indirect, general, special, incidental or consequential damages of any kind caused to the 

Purchaser and or to third parties, even if Perytons or other party has been advised of the 

possibility of such damages arising from any defect or error in the product  or this user 

manual and or the use or the inability to use the product or this user manual. 

No part of this document may be reproduced in any form or by any means without the 

written consent from PerytonsÊ. 

The document contains trademarks and registered marks which are property of the 

respective companies. 

 

Besides of the information presented within this user manual, the reader is welcome to 

investigate the following sources: 

Demonstration Movie - http://www.perytons.com/view_demo.html 

Online Help - http://www.perytons.com/perytons31help/toc.html 

Whitepapers - http://www.perytons.com/Whitepaper.html 

Open Source Rules examples - http://www.perytons.com/rulesExamples.html 

http://www.perytons.com/view_demo.html
http://www.perytons.com/perytons25help/toc.html
http://www.perytons.com/Whitepaper.html
http://www.perytons.com/rulesExamples.html
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1 Overview 

The PerytonsÊ Protocol Analyzers are a family of analyzers for the IEEE 

802.15.4 standard, ZigBee Specifications and 6LoWPAN. They capture and 

analyze IEEE 802.15.4-2003 and IEEE 802.15.4Ê-2006 PHY and MAC 

layers in the 2.4GHz and SubGHz bands, as well as ZigBee Specifications 

Network and Application Support layers (January-2008), ZDP (ZigBee 

Device Profile), Smart Energy (beta), Home Automation, Commercial 

Building Automation, Health Care (beta), Telecom Application (beta), 

ZigBee RF4CE (March 2009) and 6LoWPAN.  

A full list of ZigBee Clusters supported by the Perytons analyzer is available 

in Appendix B. 

The PerytonsÊ Analyzers support two frequency bands: 

¶ 2.4Ghz ISM band, using one or more Integration Associates (now 

Silicon Labs) IA DAUB-DK1 2400 USB dongles, or a single ST 

Microelectronics module as RF front end (see Appendix D) 

¶ SubGHz ISM band (868/915Mhz) using Adaptive Network Solutions 

AT-ANY 900 USB dongle as RF front end (see Appendix C) 

Choosing the relevant band is done by setting the dongle Type in the 

capture form (óIntegrationô / óST Microelectronicsô or óAN SubGHzô). 

The user can choose the layers to be decoded by the analyzer. For 

example, a user with 802.15.4 based applications can disable the ZigBee 

layer processing, and view the 802.15.4 payload data directly. 

Captured messages are saved in .ANL files. Workspace configurations are 

kept in .WRK files, and Devices' properties are kept in .ANV files. 

This user manual presents an overview of the analyzer, includes its 

installation process, and walks the reader through the available features 

and the way to use them. 
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The PerytonsÊ Analyzer includes four main views for exploring data 

behavior: Time View, Network View, Message View and Device View. 

Additional tools are used for data capture and further analysis. 

Capturing data is achieved by using one or more 802.15.4 USB dongles as 

RF receivers. 

When multiple dongles are used, the analyzer can either capture data from 

multiple channels simultaneously, or have improved single channel 

reception by using antenna diversity algorithms. 

In most toolbars, an on-line help is available for the specific window/form, 

by pressing the help ( ) icon. 
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On top of the basic sections included in the product (Data Capture, Time 

View, Network View, Message View, Device View) the analyzer uses 

additional incorporated sophisticated tools to provide further analysis 

capabilities to the user. 

 

Figure 1 ï Perytons Analyzer Main View 

 

1.1 The Data Capturing Process 

Note: The following paragraphs include screenshots suitable for a 

2.4GHz band capture. Screenshots suitable for capturing data of a 

SubGHz environment are given in Appendix B of this document. 

Through Data Capture the user can set the parameters for new live 

data capture and manage the participating USB dongles during the 

capturing process. The user may choose the required channel 

manually or let the analyzer to automatically scan the channels for 
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existing activity. Data from multiple channels can be captured 

simultaneously by connecting additional USB dongles (note that the 

multiple dongles option is limited in some of the PerytonsÊ 

products). 

1.1.1 Search For (RF) Activity  

This form allows analyzing the existing traffic/interference 'RF 

picture'. It gives a per channel RF noise measurement helping to 

identify interference sources such as WiFi access points, cordless 

phones or Microwave ovens. 
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Figure 2 ï Search Channels For Activity form 

 
Both the 'Passive' and 'Active' Scan processes search for 802.15.4 

based activity (e.g. ZigBee, 6LoWPAN). A list of devices found is 

displayed enabling the user to choose the relevant PAN, specific 

device (e.g. known coordinator) or just any channel where the RF 

activity of interest is present. 


































































































































































































































































































































































































































































































































































































































































































































