
  

  

 

Perytons™ Analyzer Overview 

Perytons™ Analyzers allow the user to analyze and debug wireless and wire line communication 

networks such as 802.15.4, ZigBee, ZigBee RF4CE, 6LoWPAN, One-Net, PLC and 

802.15.4a/UWB. 

 

The analyzer includes four main views for exploring data behavior: Time View, Network View, 

Message View and Device View. 

Capturing data is achieved by using external hardware as PHY front-end. For 802.15.4 related 

traffic this is accomplished using 802.15.4 USB dongles as RF receivers, while for other protocols 

an external, small size, box is used� 

When multiple dongles are used, the analyzer can either capture data from multiple channels 

simultaneously, or have an improved single channel reception by using antenna diversity 

algorithms� 

On top of the basic sections included in the product (Data Capture, Time View, Network View, 

Message View, Device View) the analyzer uses additional incorporated sophisticated tools to 

provide further analysis capabilities to the user. 

The rest of this document will focus on 802.15.4/ZigBee as an example. 
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The following charts show the protocol layers supported by the Perytons Analyzers (version 

3.21). 
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�  Data capture 

o Through Data Capture you can set the parameters for new live data capture and manage the 

participating USB dongles during the capturing process. The user may choose the required 

channel manually or let the analyzer to automatically scan the channels for existing activity. 

Data from multiple channels can be captured simultaneously by connecting additional USB 

dongles. Note that the multiple-dongles option is limited in some of the Perytons™ products. 

o Search for RF activity 

This form allows analyzing the existing traffic/interference 'RF picture'. It gives a per channel 

RF noise measurement helping to identify interference sources such as WiFi access points, 

cordless phones or Microwave ovens. 

Both the 'Passive and Active Scan' processes search for 802.15.4/ZigBee activity. A list of 

devices found is displayed enabling the user to choose the relevant PAN, specific device (e.g. 

known coordinator) or just any channel where the RF activity of interest is present. 
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o Data capture 

After choosing what channels the analyzer should capture (limited by the number of installed 

dongles), a process of data capture takes place. Data is kept in a binary form data file with the 

extension .ANL to allow future off-line analysis. Capture may utilize multi dongles diversity to 

significantly reduce the number of packets 'missed' by the analyzer due to RF propagation and 

interference� 

Capture maybe done in Real Time (data is displayed and analyzed as it is being captured), or 

Off-Line (while data capture is on-going, other files can be analyzed). In addition, a simulation 

option allows to playback previously captured data. 

 

o Supported hardware 
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The Perytons Analyzer support variety of hardware vendors as data capture device. These 

include Integration Associates, Adaptive Networks, Adaptive Modules, ST Microelectronics, 

Texas Instruments, Oki, Freescale and Dresden elektronik 

�  Network View 

Network View displays the network topology. It shows the various devices, the connections 

between them, and messages routes� 

Each device is shown with icon and color code according to its type (e.g. Coordinator, Router, 

FFD, RFD). 

In addition to devices captured by the analyzer directly (i.e. the analyzer received directly a 

message sent from this device), the Network View includes devices which the analyzer 'learned' 

about their existence from 'hearing' other devices' traffic. This is done by analyzing Coordinator 

beacon slots and addresses assignments, neighbor tables, and routing information� 

From neighbor relations between the devices the analyzer builds the Network topology with links 

and routes� 

Devices can be displayed on top of a map or floor plan with their actual position. 

 

�  Time View 
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Data displayed in the Time View window uses time as the horizontal axis of the x-y plot. Each 

message is composed of a preamble and a message body. Color coding is used to show 

message origin (e.g. coordinator, device), type (e.g. beacon) and status (e.g. bad FCS or protocol 

errors). Optional letter shows the message layer. 

The vertical axis is used to group messages by channel, device ID, source ID, IP address or PAN 

ID� 
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The following figure shows the same analyzed messages with different vertical axis splits ('Best', 

'Source ID", 'PAN ID', 'Channel', 'Device): 

 

Beacon information is extracted from the messages, and the Beacon Gridlines ( ) displayed in 

the Time View enable easier analysis of messages timing. 
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�  Message View 

 

Selected messages from the Time View can be dragged and dropped to the Message View. In 

this window, detailed message content is displayed. 

For each field, the field value (e.g. 0, 1 for a single bit field) or meaning (e.g. Yes/No) is displayed. 

 

 

Message view can be also displayed in a textual form, with user selected columns.  



 

Perytons™ Analyzer Overview  

 

P.O.B 3437, Ness-Ziona, 74133, Israel www.perytons.com Tel: +1 703 8798962, Fax: +972 77 5300933 
 

9 

 

�  Tree View 

Message fields can be also viewed in a Tree View structure, showing the fields with their 

meaning, value and hint, as well as the relevant bits/bytes in the message hex data. 
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�  Device View 

All devices found in the Network View are displayed in the Device View section in a table form. 

Each line holds all information known about the specific device including short and long MAC 

addresses, PAN address, IEEE address, and other settings. The table can be sorted by any of 

the columns and some of its fields can be inserted by the user for his convenience of use (e.g. 

'Device Name'). Device information can be saved to a file for further analysis by external tools 

(e.g. Excel), or to be used for future data captures. 

 

�  Additional tools 

o Find 

Allows searching a value in all or part of the messages properties. The search is performed on 

the current active window (i.e. if the active window is Time View, search is over all messages. 

If the current window is Message View - either main tab or previous search results tab - the 

search is performed over messages in this specific window only, allowing 'nesting' of Find 

results). Note that the order of the messages is kept� 

Search can be done within a specific field, or group of fields. You can search for a specific 

value, text, hint and even for the field existence. 
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Search results are opened in a new Message View Tab. The relevant fields where the search 

value has been found are automatically expanded, and the searched string (if the search 

request was for a string) is marked with blue background: 
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o User Preferences 

Provide the user the flexibility to set the colors of different message types, connections (colors 

and line thickness), and more. 

 

o Message Compare 

Compares the content of two messages. Displays the identical and the different fields. 

 

o Statistics 

Show summary information of the captured data file in easy to read charts. 
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o Workspace 

The current workspace configuration can be saved (file/save) and loaded (file/open) from a file 

(extension WRK). The workspace environment includes the content of each window, the 

current position within the window, message sub field collapse/expands status, bookmarks 

etc., and it allows easy sharing of a problematic scenario with back office, colleagues and 

vendors. 

o Data export 

Message properties holding the value or meaning of each field in the message can be 

exported to an external file allowing analyzing the data using external tools (e.g. Excel). 
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�  Open source rules 

The Peryton Monitor Add-on allows the user to define Open Source Rules that run on the 

analyzed messages and generate events, alarms and statistics charts� 

One set of rules is defined for the capture process letting the user decide which messages will be 

kept to file, displayed in Time View or marked as interesting. The other set is part of the 

workspace and allows the user to automatically identify scenarios of interest and system 

performance aspects he is willing to handle in a special manner� 

Each rule is written in C# (C sharp) convention, with no need for any external development 

environment. 
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The use of the Peryton Monitor Add-on allows the user to leave the analyzer unattended, 

performing a monitoring task on the operational network, and to get alarms and events on 

predefined scenarios� 

Rule results are displayed in the event window, and the new statistics charts that get created 

becomes a part of the statistics form. 

�  SDK (Software Development Kit) 

The Peryton-SDK Add-on is a software development environment, allowing customers with 

proprietary protocol layers to 

add it into the analyzer. 

The SDK Add-on provides a 

C-Sharp (C #) development 

environment for Microsoft 

Visual Studio, plus the 

analyzer core libraries. 

Setting new protocol layers 

is relatively easy, and it 

allows defining the type of 
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each field, its legal value, meaning text, hints, error conditions, sub fields and more. 
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