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Background

While IP protocols are widely spread over broadbaimdline and wireless
communication means, transferring IP data over tdvtaate protocols has been
always a challenge. The long headers of the IR laye the layers on top of it made
the use of IP over narrow band protocols such BEI802.15.4, mostly inefficient.

Yet using IP instead of proprietary or applicatmntocols designed specifically for
low bit rates (e.g. ZigBee) has major advantageh as interoperability with other
devices, possibility to use tools, applications aofiware stacks, use of standard
Internet browsers, etc.

First introduced in 2007, the 6LOWPAN protocol esajned as an optimization
method for efficient transmission of IP layers op bf IEEE 802.15.4 networks. The
6LOWPAN documents define ways to compress variBuayer headers into very
small packets by removing redundant informatiom, @ptimizing the number of bits
allocated to fields with common values. 6LOWPAN\pdes some additional
adaptation layer services such as fragmentatitvanalle long IP packets sent on top
of relatively short 802.15.4 packets, mesh rouétwg

A typical structure of IP over IEEE 802.15.4 withod8VPAN is sown in Figure 1.
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Figure 1 - IP Layers
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When analyzing and debugging an IP network/s rujnomtop of IEEE 802.15.4,
there are several challenges expected:

Data capture

Typical capture devices for IP network are suitdbtetypical PHYs such as
Ethernet or WiFi. Capturing 802.15.4 traffic reqsisuitable wireless capture
devices for 2.4 GHz and/or for Sub 1 GHz frequemayds

IEEE 802.15.4 decoding and analysis

Some of the network features (e.g. low layer ackadgments, encryption,
etc.) are accomplished at the MAC layer and shbaldecoded

Defragmentation of 6LOWPAN packets

Each IP packet may spread over multiple 802.15ckeda. In order to
analyze the IP traffic, the fragmented packets rhaseassembled

Handling 6LOWPAN MESH routing

Mesh routing done by the 6LOWPAN layer should balyred and displayed
in an easy to understand way

Handling 6LOWPAN compression

For each IP protocol the 6LoWPAN defines a deddtatampression scheme.
Consequently before analyzing the IP layers, thgalékets should be
decompressed into their original format

Analyzing the IP packets

The IP packets content should be displayed to $keein an easy to
understand way

Handing TCP segmentation and acknowledgments

Long payload packets are split by the TCP layeseigments (i.e. fragments).
'Sliding window' acknowledgments are used for effit retransmission. Due
to memory limitations of typical 802.15.4 devicds segments are limited in
length.

Therefore, before upper layers analysis can be@peed, a 'de-segmentation
process of the TCP layer (per each source anchdésti address/ports
combination) needs to be performed
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e Handing upper layers protocols

There are many protocols that can run on top of /OO layers. The
common ones being HTTP (browsing), FTP (file transénd various e-mail
protocols (e.g. POP3). Presenting each of the potdédo the user in the best
way can be a challenge as well

Perytons™ solution

While there might be different analysis needs fasMwireless networks vs. IP based
protocols, and separate tools available for eatheammarket; a single tool where both
dimensions are easily presented can make an inmpalifference to the process of
the R&D, QA and integration groups.
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Figure 2 — Perytons™ Protocol Analyzer main-screeshowing the standard views when
analyzing a 802.15.4/ZigBee based Mesh network

The Perytons™ Protocol Analyzer is a powerful asialyool that integrates special
viewing options and features specially suitablelfobased protocols (like
6LOoWPAN), combined into a single environment tmatludes the Mesh Network
analysis and allows the user to easily and quiéntify potential issues and
correlate between these sometimes separated ‘worlds

Sophisticated features related specifically todRtent (like browser-like HTTP
presentation, etc.) can save a lot of preciousldpu@ent and debugging time:
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Figure 3 — Perytons™ Protocol Analyzer main-screeshowing IP over 6LOWPAN network
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e |EEE 802.15.4 decoding and
analysis
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The Perytons™ Protocol Analyzer
decodes the IEEE 802.15.4 MAC -~ = =+ & =
traffic, displays the data in a varlety -
of views (vs. time, network -
topology, various displays of packe* :

fields, statistical charts, etc.) and g
includes an enhanced sophisticate(BEE
toolbox for further analysis

A EERLAIAN

e Defragmentation of 6LoOWPAN packets

Each IP packet may spread over multiple 802.15ckgia and in order to
analyze the IP traffic, the fragmented packets rhasearranged.

The following example shows a single IP packetdidiinto two fragments.
The first one (message 23) holds the 6LoPAN heathrsome payload data
and the second one holds the remaining IP datan\Wéteto analyze
6LOWPAN protocols, the Perytons™ Protocol Analyzembines the
fragments and associates the full 6LOWPAN payldBdgacket) to message
25

El
Frag HdrTyp Twpe DS D HZDE [MHC (HDPE

Frag F

=]
Frag HdrTwp Twpe
Frag S

e Handling 6LOWPAN MESH routing

Within the integrated Network View, the
auto-discovered network topology is
displayed in an easy to understand way

e Handling 6LOWPAN compression

For each IP protocol the 6LoWPAN defines a deddtatampression scheme.
Before analyzing the IP layers, the Perytons™ RatAnalyzer
decompresses the IP packets into their originah&br

El El
Frag iC06 SAddr DAddr NHC T UDPC |ET UDPCS UDPP |SrcP DstP CKS

Source address is fully elided, no bits in stream  Destination address is fully elided, no bits in stream UDP
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e Analyzing the IP packets

With the Perytons™ Protocol Analyzer the user dasse the way he prefers
to display the IP packets:

7 = E
Mac P IPwEHdr e <k HL d Dskadd
1] 0 - P 64 FES000000000 E1020000017F  FES000000000000000004CFFFE4F4FS0
7 El
sg § Info MMac P IPvEHdr

For users who prefer a textual view over graphice, the message content
can be shown in a table, where the user can chwloisé columns will be
displayed or hidden, set their order, sort the mgss by each column, etc. —
but still keep the hints and other features inctligethe graphical display
mode:

[#]

Message ¥iew

Main [36] L% Search Hesults[SE] [ : Eémpare Rasults ['I“]

oA L N @ﬁIEL; D Y O J

Mzg | StartTime Layer  Type LaonghdAC Dztadd Lizt
1150 2443621629 Bk, O70E050403020100 it
L INES 2443532312 EE DefaultResp O0154F0000S0005F 0000 50200 0010E
1153 2450823837 MY LinkSkat O706050403020100 FFFF 91 2FC FFOOC
2450755061 ZDP MamtLgiR ... 07060504030 20100
Bj[455 2450256949 Ak, 00154Fa000s000sF
1 Yl =ul ful Tued o =l OO CACOOOOCOO0CT fulululnl 80200 DDIDE E
Message number {sek by the analyzer)
L1 This Field was deduced by the analyzer based on the received data)
119Make: R35I here is lower than expected based on the device location 0200 00108
1159 2459287462 Ak, 0706050403020100
1160 24830762293 MY Linisskat 0706050403020100  FFFF 912FC FFOOI
1161 2489274071 MamtlgiR.... 0706050405020100 E910 80210 ES0O
1162 24892905841 ] ik
1163 2489302795 = MgmtLgiRsp 00154FO000S000SF 0000 50200 0010E G
{_ T § | s, e A s T

Message fields can be also explored in a colordéaddree View (XML
like) style showing each bit meaning and value laigillighting it in the
message hexadecimal data:
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Transactions are shown over time and with easgdd and useful relevant
information:

|5eject Index bo display as the vertical axis |
FES0. _02&80: E10Z _ OOLTET

FE2O. . 0220: E10z_017F
FES0. . 4CFF: FE4F:4FED

TCP Ack
33, 1lmsec

Message ¥ 50

Stark time: 1.919 sec

Station 10 Q020E 102000001 7F
Layer: TCP

Type: HTTF
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And devices are shown in a graphical auto-discal/esgwork topology
including relevant information for each device (¢Ryaddress, user note) and
allowing using sophisticated tools for advancedyasis (show all messages
from/to a specific device, show all messages thased over a specific
communication path, etc.):

Metwark Index: Al (4) - | N7 .E.\f}\ - h n (
_'W
—— s
-y 3
“‘d“ Find Messages For Connection

CCO000A000000034,

Hide Unselected Devices

9
4444

Alternatively the devices with all relevant infortitan can be explored in a
table format and exported to file for further arsady

AR
Index Metwork | Mame Longédd Key Shoit ShortP. Neigh. InfoSo... #
o 27 & BO2E: 7204 7204 BO2E 1 Direct
o[ 28 2 I7FO.C2ES B4 T7F0 1 Diect
.29 2 000DEFOO0OTE 3411 c200 97F0 4 Direct
4 Doesn't succeed exchanges Network Keys. Check with John | T40F 97F0 2 Direct
S SPFIFESDE B3DE 97F0 1 Dest
< ¥

e Handing TCP segmentation and acknowledgments

Long payload packets are split by the TCP layeseigments (i.e. fragments).
'Sliding window' acknowledgments are used for et retransmission:

FE20..02Z20:E10Z. OL7F

FE20. .4CFF:FE4F: 4FL0

TCP Ack
33, Imsec

Due to memory limitations of typical IEEE 802.1%ldvices, the segments
are limited in length.

The Perytons™ Protocol Analyzer performs a 'de-sggation’ process
before upper layers analysis of the TCP layer tpksse (this process is done
per each source and destination address/ports natian):

Msg

390 GET jfavicon.ic »=>

TCP Fragrentation:
Messages: 190, 192, 195, 200, 203
(This field was deduced by the analyzer based on the received data)
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e Handing upper layers protocols

There are many protocols running on top of TCP/U@rs. The common
ones being HTTP (browsing), FTP (file transfer) aadous e-mail protocols

(e.g. POP3).

The following example shows how an HTTP layer spthyed in the
Perytons™ Protocol Analyzer environment.

The request (from browser to server) is showntexawindow:

Quick Text ¥iew, Message# 207
P s T ‘ L

GET /favicon.ico HTTR/1.1
Host: [fe80::280:e102:0:de]

Accept: image/pna,image/*;q=0.5,*/*;9=0.5
Accept-Language: en-us,en;g=0.5
Accept-Encoding: gzip,deflate

Accept-Charset: [S0-8859-1,utf-5,9=0.7,%;9=0.7
Keep-alive: 115

Connection: keep-alive

< |

User-Agent: Mozilla/S.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.2,10) Gecko/ /20100914

The response, is shown in an integrated browsestawn

Quick Text Yiew, Message#737 =

PlanTet || HTML 7%

2 |

-~
HTTP/1.0 200 OK Server: Contiki’2 4 hitp://www sics se/contiki’ Connection: 7
close Content-type: text/html

Contiki Node
Fromzeze 00:80:E1:02:00:00:01:7F
Neighbors

Semors Neighbors

« 00:80E1:02:00:00:00DE

or in a 'plain text' window:

Quick Text Yiew, Message#737T 53]

PlanTest 1 HTML

HTTP/1.0 200 OK

Server: Contiki/2 4 http:/fwww sics.se/contiki/
Connection: close

Content-type: text/html

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http: fumw.w3.0rg/T
<htrnl=
<head>
<title=Contiki</title >
</head=
<body bgcolor="white" onload="load()}">
<table border=0 cellpadding=4 cellspacing=4 =<tr=<td valign="top" align="right">
<h1=Contikignbsp; </h1>
<a href="/">Front page</a=<br>
<a href="neighbors shtm|">Neighbors</a><br>
<a href="sensors.shtml">Sensors</a><br>
</td=<td valign="top" align="left">
<script type="text/javascript"=
function load() {

a=document.anchors;

far(i=0; i<alength;i++){

if{a[i] id=="nods")
a[il href="http://"+addrgen(alil.name}+"/"

¥
¥
function addrgen(iid)

haddr=document.location.host;
A | )

-~
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If the HTTP message contains an image, the imadedsded and displayed
by the analyzer:

Message Tree Yiew

Nifindew (Winj - 140
TCPCheckSum (C5): Ok [B902]
t- UgeniPointer (UP] - O
! i Frag: Ok
B-HTTP 608
wWindow [win] : 140 8 Msg HTTR/1.0 200 DKServer: Contiki/Z.4 hitp://
TCPCheckSum [C5): Ok [B302] ] | ]
e UrgentPainter (UP): 0 HexData | magss [1]]
‘o Frag: Ok 4
= HTTP- RA
< 1 |

2 Images
LTS

Message Tree Yiew

Animated GIF

’..f,v Message Tree View ‘@ Devices View

<

i;y Message Tree Yiew ‘a Dewices View |

All analyzed layers gain the Perytons™ Protocol Ifer intuitive Ul and
enhanced toolbox including search tool, messageammOpen Source
Rules, statistics charts and more.

In addition to the built in Perytons™ Protocol Ayedr features, the IP data
can be exported to other (external) tools for ferthnalysis:

Export Payload |X|
Dreztination
Dutput File; | BLoWWPANE xample | D
Fange
Fram Meszage: To Meszzage:

L Ok |'][ Cancel ]

I Export and start external program. ..

| C:'\Program Filestwiresharkiwireshark. exe |
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Other tools available in the market

The main tool used today for analyzing traditiolfahetworks is Wireshark. This is
an open source, textual protocol analyzer supgprtiany IP and non IP protocols.

When buying dedicated capture hardware, Wireshamkcapture and analyze
6LOWPAN traffic. The same capture file shown in flrevious Perytons™ Protocol
Analyzer screenshots, is shown in the following &8frark screenshots:.

7l LowPAN.pcap - Wireshark
File Edit Wiew Go Capture Analyze Statistics Telephony Tools Help

Esoage CEXZE A+e»aTL | BE QAN @88 K B

Filter: | = Expression... Clear Apply

Mo, - Time Source Destination Protocol  Info &
780 191.340323 feB0::280:e102:0:de fad0::4cff:faqf:4f50 TCP http > imgames [SyM, ACk] Seg=0 Ack=1l win=140 Len=0 Ws5=140
781 191.421623 fego:4cff:feafi4fs0  feB0::280:6102:0:de  TCP dmgames > http [Ack] Seg=1 Ack=1 win=16520 Len=0
782 191.465145 HAA MR 7R Raw packet data[malformed Packet]
783 191.480169 MR M/A MR Raw packet data[malformed packet]
784 191 4083057 feBO: 14cff:feaf:4f50 FeB0::280:e102:0:de  TCP [TCF segment of a reassembled FOUJ
785 191.49511% MR MN/A MR Raw packet datal[malformed packet]
786 191. 507621 feB0::280:e102:0:de feB0: :4cff:fedf:4f50 TCP [TCP segment of a reassembled FOU]
787 191.592151 MR M8 MAA Raw packet data[malformed Packet]
788 191.603097 NSA NSA NSA Raw packet data[malformed packet]
789 191.616937 feB0: 14cff:fe4f4f50 feB0::280:el02:0:de  TCP [tcP segment of a reassembled PDu]
790 191.618567 fes0::1280:e102:0:de feso::4cff:feaf4fs50 TCP [rcP segment of a reassembled PoU]
791 191.708475 (78 (7S N AA Raw packet data[Malformed Packet]
792 191.720123 M8 M A NA Raw packet data[malformed packet]
793 191733063 feg0: i4cff:fesf:4f50 FfeS0::280:e102:0:de  TCP [TCP segment of a reassembled POU]
794 191.735125 MR M8 M8 Raw packet datal[malformed Packet]
795 191.746123 NSA N/A N/A Raw packet data[malformed packet]
796 191.759511 feB0::280:e102:0:de feB0:4cff:fedfi4f50 TCP [TCP segment of a reassembled PDU]
797 191.844299 M/A MN/A N/A Raw packet datal[malformed packet]

| 5 5 T 4 et GET /'S shtml HTTP/1.]
799 191.85511% M/A M/A NA Raw packet datalmalformed Packet]
800 191.870143 MR MR N/A Raw packet data[malformed Packet]
801 191.883805 feB0::280:e102:0:de fago::4cff:fadfidfs0 TCP [TcP segment of a reassembled PDU]
802 192.071831 fesg: :4cffifesfi4fs0  fes0::280:e102:0:de  TCP dmgames > http [ACK] Seq=465 Ack=393 win=16520 Lan=0
803 192.079105 HAA WA A Raw packet data[Malformed Packet]
B804 192.090129 MN/A M/A MR Raw packet data[malformed packet]
805 192.103851 fes0: :280:e102:0:de Fes0: :4cFf:fedf:4f50 TCP [TCF segment of a reassembled POUJ
806 192.300345 feg0::4cff:fedf4f50 feB0::280:e102:0:de  TCP imgames > http [ACK] Seq=465 Ack=533 win=16520 Len=0
RN7 167 IN7ART Fagn- - 2RN-2102 -1 de FaRn- -d-Ff-Fadf-afsn Tre e semment nf a reassemhled pril b
>
Internet Protoce] version & ]

Transmission Control Protocol, Src Port: imgames (1077), Dst Port: http (80), Seq: 421, Ack: 253, Len: 44
464 bytes): #784(140), #789(140), #793(140), #795(44)]

1:280:el02:0:da]hryn

User-agent: Mozilla/5.0 (windows; U; windows NT 5.1; en-US; rv:l.9.2.10) Gecko /20100914 BTRS28059 Firefox/3.6.10 ( .WET CLR 3.5.30729)\r\n
accept: text/html, application/xhtml+xml, application/xml; g=0.9, %/ *; g=0.8\r\n

ACCept-Language: en-us, en; g=0. 5Wrn

accept-Encoding: gzip, deflatevrin

Accept-Charsat: IS0-8859-1,utf-8;g=0.7,%;g=0.7%\n

reep-Alive: 115%ryn

connection: keep-alivelrin

Referer: http://[FeB0::280:e102:0:da%4]Arn

NEWn

Frame (104 bykes]| Reassembled TCP (464 bytes)

@) Hypertext Transfer Protocol (http), 464 bytes Packzts: 1161 Displayed: 1161 Marked: 0 Profile: Default

The Wireshark analyzer shows the decoded fieldsxtual mode only. Table
columns maybe selected and their order can be eldalpata can be filtered by field
values.

While Wireshark supports many protocols the Peryt8rProtocol Analyzer doesn't
(e.g. X.25); most of these protocols are not relétar the typical 6LOWPAN user.
The relevant 6LOWPAN layers are well supportedheyRerytons™ Protocol

Analyzer including all the additional features mmeted in the previous section and are

absent in the Wireshark tool.
Being analysis tools the focus of Perytons™, thegany constantly adds new

protocol layers and 6LoWPAN flavors into the analyin a timely manner and
taking into consideration the market needs.

Analyzing 6LOWPAN/ZigBeelP with the Perytons™ PratbAnalyze 11
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Summary

The Perytons™ Protocol Analyzer is an enhancecdepsddnal wireless protocol
analysis tool. With the 6LoPWAN and IP layers imtggd support, the Perytons™
Protocol Analyzers address the need for an easyd@nd yet professional tool
essential to help understanding of the 6LOWPAN I&dver sensor networks.

The combination of a tool capable of both handIBGE 802.15.4 based networks as
well as 6LoOWPAN and IP layers analysis is cruotaltielping in identifying and
quickly resolving problems. Most of the Perytonsf8tBcol Analyzer features are
unique and can not be found in other analysis taadglable in the market.
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